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Abstract

Financial regulators in many jurisdictions publish investor alerts that identify
newly identified threats such as imposter websites and unlicensed firms. Many of
these lists are aggregated by the International Organization of Securities Com-
missions. We analyse these alerts to understand if they can be used to create
cybersecurity measures to protect consumers. An exploratory study indicates
that the dangerous websites identified in the alerts are largely not detected by
the safety services in web browsers. The financial security of consumers can be
improved through coordination between the financial regulators, browser devel-
opers and cybersecurity services. We provide recommendations for improving the
effectiveness of investor alerts through better data publication practices.

Keywords: Investor alerting, Cybersecurity, Financial crime, Financial regulators,
Open data

1 Introduction

Financial scams are global problem (Kadoya et al. 2020). Netsafe, New Zealand reports
that in 2023 New Zealanders potentially lost $2.3 billion to financial scams, represent-
ing 0.6% of the country’s GDP (Abraham et al. 2024). The report further states that
nearly 60% of New Zealanders deal with scams at least once per month while 50% have
experienced a rise in scam encounters. These scams can take many forms including
shopping scams, advance fee scams, fake invoice scams, romance scams, investment
scams, Ponzi schemes, identity theft etc. In this paper, we specifically focus on invest-
ment scams, which in the Netsafe report was one of the top three scams experienced
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by New Zealanders. The Financial Markets Authority (FMA) of New Zealand claims
that about one in five New Zealanders have been targeted by an investment scam
(FMA 2024). These statistics highlight the need to examine the mechanisms intended
to prevent such scams, and their effectiveness.

To counter the threat of investment scams, industry regulators around the world
publish investor alerts describing newly identified threats within their jurisdictions.
These warnings typically identify the entities involved and provide relevant background
information (e.g., website URLs, emails, telephone numbers, postal addresses etc.).
The web-based nature of many financial scams is reflected in the prevalence of URLs
in the alerts. Most regulators publish a collection of such warnings. These datasets are
valuable resources for protecting consumers against scams. Some financial institutions
direct their customers to these portals for awareness while some regulators even use
the number of warnings issued as a measure of success against scams. We aim to
address the question: is the data in investor alerting portals useful for cybersecurity?

In this paper, we first provide an overview of investor alerting portals and then
analyse how the alerts are published by a selection of financial regulators. Using URLs
from recent alerts, we show that safety services in web browsers do not detect the
reported websites as dangerous. We conclude with recommendations for more effective
investor alerting, including improved dissemination, structuring and digital licensing.

2 Background

Jurisdictions around the world have empowered regulators to manage various aspects
of their financial systems. Examples of financial regulators include the Financial Con-
duct Authority (FCA) in the UK and the Financial Markets Authority (FMA) in
New Zealand. These regulators often provide an investor alerting service to inform
both institutions and individuals of security threats to the financial system. These
alerts include information on phishing websites, companies trading without necessary
licenses, investment scams and other fraudulent practices. The International Orga-
nization of Securities Commissions (IOSCO) also provides a portal that aggregates
investor alerts from its members. All these portals are published as websites.

IOSCO is an umbrella organization of financial regulators that “is officially com-
mitted to setting securities standards for global securities markets, infrastructures,
investors, and intermediaries” (Marcacci 2023, 34). IOSCO has 131 ordinary members
but these are institutions (e.g. Central Bank of Bahrain) and do not directly map
to countries. Several organisations in Canadian provinces are members (e.g. Alberta
Securities Commission and the Autorité des marchés financiers in Quebec) and the
USA has two members (Securities and Exchange Commission and Commodity Futures
Trading Commission). There are also non-voting members (e.g. Ministry of Finance
of the Republic of Belarus, Reserve Bank of Fiji) alongside other organisations (e.g.
European Commission, Asian Development Bank). All members appear to be able
to contribute to the IOSCO Investor Alerts Portal. However, participation is volun-
tary and the portal “is not a complete list of all alerts and warnings from all IOSCO
members” (IOSCO 2024b). For example, the ‘Investor Alert List’ published by the
Monetary Authority of Singapore (MAS 2024) is not represented in the IOSCO portal.
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The FMA in New Zealand derives its powers from various laws and regulations
governing the financial markets. The FMA ‘Warnings and alerts list’ is one of many
statutory tools used as part of its regulatory response against unlawful conduct (FMA
2016). The goal of providing the scam warnings on the investor alert list is to “inform
and warn public/market about unlawful behaviour” and to minimise the impact of
the scam (FMA 2016).

Most of these warnings can be categorised, with increasing specificity, as confidence
frauds (Sood and Bhushan 2020), financial scams (Reurink 2018) and investment scams
(Reurink 2018). Many of the alerts involve Authorised Push Payment (APP) scams
(Braithwaite 2024; Doeland 2019): where the victim is tricked into trusting a person
(or website) starting a sequence of interactions ending in a bank transfer to an account
controlled by the attackers (Dahlgreen 2023). Although there is some commentary on
warnings by regulators on general topics (e.g. initial coin offerings of cryptocurrencies
(Dobrauz-Saldapenna and Klebeck 2019; Zetzsche et al. 2019)) we cannot find prior
research on the content or effectiveness of investor alerting portals for more general
financial scams.

Whilst these warnings can be accessed by the general public there seems to be little
evidence on whether the public are actually aware of them. In the UK the FCA report
that “27,544 people accessed the warning list” in 2022 (FCA 2023, 40), but there is no
further exploration of whether the alerts are actually preventing any incidents. The
alerts may be in a similar situation to broader efforts in investor education: that it is
difficult to prove they actually reduce financial crime (Rutledge 2022).

Figure 1 shows a recent investor alert published by the FMA in New Zealand. This
alert:

• labels the website of NZX Wealth Investments (nzxwealth.com) as an “imposter
website”

• states that NZX Wealth Investments is not “associated with the New Zealand
company, NZX Wealth Technologies Limited”

• reports that NZX Wealth Investments is “not registered on the Financial Service
Providers Register”

• recommends caution and highlights returns which appear to be “unrealistically
large”

Each of these four aspects of the alert are common cybersecurity topics: a
phishing website, deceptive name similarity, a list of trusted entities and abnormal
financial rewards. Alert titles cover a wide range of issues, including: “Deep-
fake video scam warning: fake news stories, political endorsements - multiple
trading platforms”, “Backchain Cibersecurity Department; Blockchain-dep.com; Au-
blockchain.com; Crypto Fraud & Asset Recovery – Recovery scams” and “LBLV –
Withholding funds, suspected scam”.

Some alerting portals are explicitly suggested to consumers as a defensive mea-
sure. For example, the Bank of New Zealand recommends that their customers “check
the FMA ‘Warnings and alerts’ page to make sure the firm isn’t listed as a suspected
scammer” (Bank of New Zealand 2024). Some alerts are presented as part of broader
public financial education resources: the alerts on the Australian Moneysmart website
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Fig. 1 An Investor Alert published on the website of the FMA in New Zealand (https://www.fma.
govt.nz/library/warnings-and-alerts/nzx-wealth-investments/)

are placed alongside information on banking, insurance and retirement. The “investor
alert list can help you know which companies, businesses and websites (or ‘entities’)
are not to be trusted” (Moneysmart 2024). The MoneySmart and the FCA web-
sites explicitly suggest and link to the global IOSCO alert list as a further source of
information on investment scams.

In summary, regulators around the world publish investor alerts on their websites
to inform consumers of a variety of financial threats. Financial institutions also direct
their customers to the alerting portals as an additional defensive measure. However,
we can find no prior work on understanding these alerts or whether they are indeed
used by the public. There is a similar lack of analysis for the aggregated worldwide
alerts published by IOSCO.

3 Analysis of the Investor Alerting Portals

Table 1 shows a selection of investor alerting portals: from IOSCO members and
IOSCO’s global aggregation. These publishers are part of government-mandated finan-
cial regulation in their jurisdictions. We restrict ourselves to reports and alerts from
IOSCO members that are published in English. Analysing reports across the full diver-
sity of global languages and jurisdictions is a large task beyond the scope of this
paper.

4

https://www.fma.govt.nz/library/warnings-and-alerts/nzx-wealth-investments/
https://www.fma.govt.nz/library/warnings-and-alerts/nzx-wealth-investments/


T
a
b
le

1
O
v
er
v
ie
w

o
f
S
el
ec
te
d
In
v
es
to
r
A
le
rt
in
g
P
o
rt
a
ls

(a
t
2
0
2
4
-0
3
-2
6
)

R
ep

o
rt
in
g
D
a
te
s

D
a
ta

P
u
b
li
sh

er
A
b
b
re
v
.
A
re
a

R
o
le

A
le
rt
s

E
a
rl
ie
st

L
a
te
st

F
o
rm

a
t
A
P
I

F
in
a
n
ci
a
l
M
a
rk
et
s

A
u
th

o
ri
ty

F
M
A

N
ew

Z
ea

la
n
d

“
co

n
d
u
ct

re
g
u
la
to
r

o
f
fi
n
a
n
ci
a
l
m
a
r-

k
et
s”

(F
M
A

2
0
2
3
,
1
1
)

5
7
7

2
0
1
0
-1
0
-2
7

2
0
2
4
-0
3
-2
1

C
S
V

—

M
o
n
ey

sm
a
rt

(A
S
IC

)
A
S
IC

A
u
st
ra
li
a

“
in
te
g
ra
te
d
co

rp
o
ra
te
,
m
a
rk
et
s,

fi
n
a
n
-

ci
a
l
se
rv
ic
es

a
n
d

co
n
su

m
er

cr
ed

it
re
g
-

u
la
to
r”

(A
S
IC

2
0
2
3
,
9
)

1
6
9
0

2
0
1
1
-0
9
-3
0

2
0
2
4
-0
3
-1
4

J
S
O
N

—

F
in
a
n
ci
a
l
C
o
n
d
u
ct

A
u
th

o
ri
ty

F
C
A

U
K

“
in
d
ep

en
d
en

t
fi
n
a
n
ci
a
l

re
g
u
la
to
r”

(F
C
A

2
0
2
3
,
1
8
)

1
3
3
6
9

2
0
0
0
-0
1
-0
1

2
0
2
4
-0
3
-2
1

—
—

S
ec
u
ri
ti
es

a
n
d

E
x
ch

a
n
g
e

C
o
m
m
is
si
o
n

S
E
C

U
S
A

“
p
ro
te
ct
in
g
in
v
es
to
rs
,
m
a
in
ta
in
in
g
fa
ir
,

o
rd

er
ly
,

a
n
d

effi
ci
en

t
m
a
rk
et
s,

a
n
d

fa
ci
li
ta
ti
n
g

ca
p
it
a
l
fo
rm

a
ti
o
n
”

(S
E
C

2
0
2
4
)

1
5
8
4

—
—

—
—

C
en

tr
a
l
B
a
n
k

o
f
Ir
el
a
n
d

—
Ir
el
a
n
d

“
m
a
in
ta
in
in
g

m
o
n
et
a
ry

a
n
d

fi
n
a
n
ci
a
l

st
a
b
il
it
y
”

(C
en

tr
a
l

B
a
n
k

o
f

Ir
el
a
n
d

2
0
2
3
,
2
)

3
6
2

2
0
1
6
-0
3
-0
4

2
0
2
4
-0
3
-2
6

—
—

O
n
ta
ri
o
S
ec
u
ri
ti
es

C
o
m
m
is
si
o
n

O
S
C

O
n
ta
ri
o
,

C
a
n
a
d
a

“
re
g
u
la
te
s

O
n
ta
ri
o
’s

ca
p
it
a
l
m
a
rk
et
s

b
y
m
a
k
in
g
ru

le
s
th

a
t
h
a
v
e
th

e
fo
rc
e
o
f

la
w
”
(O

S
C

2
0
2
4
)

8
0
2

2
0
0
8
-1
2
-0
9

2
0
2
4
-0
3
-2
5

—
—

M
o
n
et
a
ry

A
u
th

o
ri
ty

o
f

S
in
g
a
p
o
re

M
A
S

S
in
g
a
p
o
re

“
ce
n
tr
a
l
b
a
n
k
a
n
d
in
te
g
ra
te
d
fi
n
a
n
ci
a
l

re
g
u
la
to
r”

(M
A
S
2
0
2
4
)

9
6

2
0
2
2
-0
1
-0
7

2
0
2
4
-0
3
-2
2

—
—

In
te
rn

a
ti
o
n
a
l

O
rg
a
n
iz
a
ti
o
n
o
f

S
ec
u
ri
ti
es

C
o
m
m
is
si
o
n
s

IO
S
C
O

G
lo
b
a
l

“
in
te
rn

a
ti
o
n
a
l

b
o
d
y

th
a
t

b
ri
n
g
s

to
g
et
h
er

th
e
w
o
rl
d
’s

se
cu

ri
ti
es

re
g
u
la
-

to
rs
”
(I
O
S
C
O

2
0
2
4
a
)

2
4
3
3
6

2
0
1
0
-0
8
-0
6

2
0
2
4
-0
1
-3
1

—
—

5



The alerts published on the regulators’ web sites are aimed at human readers.
However, to use the alerts for automated cybersecurity purposes requires that the
data is made available in formats amenable to computer programs. Table 1 also shows
an overview of the characteristics of data provision at the selected portals. None
of the portals provide an Application Programming Interface (API) to enable sim-
ple machine-readable access to the data. Only the FMA and Moneysmart provide a
structured downloadable file.

The FCA has both the largest number and the oldest alerts in our sample of
regulators (dating back to 2000). However, the counts in Table 1 should only be viewed
as estimates due to the difficulty of reliably extracting information where there is
no defined data feed. The SEC doesn’t attach dates to their alerts and not all of
the alerts in the member portals are found at IOSCO (e.g. alerts before 2011-01-24
from the Ontario Securities Commission). In the next sections we focus on the two
regulators (the FMA and Moneysmart) who do provide data and then consider the
global perspective.

3.1 New Zealand: data provision from the FMA

The format used for data representation of the alerts varies between regulators and
is also different to the aggregated presentation at IOSCO. For example, the FMA
alert for NZX Wealth Investments has three partially overlapping representations: the
FMA alert list entry, a row in a CSV1 download option from the FMA website and
the IOSCO portal entry. Similar inconsistencies can be observed with the alerts at the
other portals in Table 1.

The FMA CSV file has 13 fields including: Entity Name, Date, Content, Trad-
ing Name, Website, Email and Tags. However, only four fields (Entity Name, Date,
Content and Tags ) contain any values. For the NZX Wealth Investments entry the
Entity Name is NZX Wealth Investments - Imposter website and the Tags field
is Imposter website, Suspected scam. The Content field mainly contains a textual
description of the alert but also some structured text: a domain (labelled as Website)
and an Email. Parsing this CSV file is therefore awkward and it seems to have been
published without an expectation of being re-used in a systematic manner. In addi-
tion, the Content field contains many examples of ‘control characters’ for newlines
(\n) and HTML entity codes (&nbsp;): these technical markup characters should not
be present in plain text content and are a failure of data quality control.

The corresponding IOSCO portal entry has seven fields: Company, Regulator,
Jurisdication Date, Link, Subject and Comments. The IOSCO Comments field is
broadly similar to the FMA Content field, the FMA Tags field is not represented at all
and the IOSCO Subject field lists three new comments (e.g. “Regarding registration
of issuance, offer or sale of securities/derivatives, and reporting requirements”).

3.2 Australia: data provision at Moneysmart

The only other portal from Table 1 with data provision is Moneysmart published by
the Australian Securities and Investments Commission (ASIC), where the alert list is
a JSON file.2 The JSON format is designed for processing by a computer rather than

6



Table 2 Most frequent domains and terms in 1503 URLs from
the Moneysmart alerting data (at 2024-02-01)

Domains Count Terms Count

.com 991 capital 90

.org 66 trade 74

.net 42 fx 57

.us 29 group 47

.io 19 global 46

.uk 11 invest 46

.au 11 trading 38

.co 7 market 37

.hk 5 inc 34

.eu 5 financial 28

reading by a human. This data shows better quality than the FMA file: with websites
and emails in clearly defined fields. The Moneysmart JSON data contains 21 data
fields. However, only three fields contain data in each entry—dateUpdated, Name, and
investorAlertCategory—as such the remaining data fields are classified as optional.
Inspection of the dateUpdated field suggests that there is a cut-off date for reports with
many entries labelled with the same date (2019-08-23). These inconsistencies in dates
present a challenge for analysing temporal trends but would not affect using the data to
protect consumers. This legacy issue is also observed in the investorAlertCategory field,
where the labels to categorize each report are: Unlicensed (Legacy), Unlicensed
and Imposter.

Although it is possible to ‘scrape’ content from the web presentation of most of
the investor alerting portals, this approach tends to produce lower quality results
than a dedicated API or published data file (Dogucu and Çetinkaya Rundel 2021).
Moneysmart is the best exemplar of quality data publishing from the portals in Table
1 and illustrates the value in the alerts. Table 2 shows the most frequent top-level
domains and terms from the URLs in the Moneysmart alerts.

The .au domain for Australia is only the joint sixth most frequent domain in the
alerts. The presence of domains from other areas (.uk, .hk and .eu) partially reflects
the international nature of cybersecurity threats. However, outside the USA (where
the .us domain is rarely used for finance), country-specific domains are common for
financial institutions (e.g. anz.com.au, bnz.co.nz, barclays.co.uk). A website offer-
ing an investment to Australian consumers from a .hk domain, for example, might
be seen as unusual. The frequent terms extracted from the URLs reflect attempts to
legitimize a fraudulent entity through naming by using terms from the financial sec-
tor. The use of ‘inc’ (incorporated) may be used to suggest some legal ‘incorporation’
process has been completed (e.g. www.globalmanagementinc.com). This kind of anal-
ysis might be able to inform services that monitor the safety of websites: for example,
using term analysis of URLs together with territory requirements (Trimble 2018).
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3.3 Global data provision

The other regulators in Table 1 do not provide a data source for their alerts. The
FCA, SEC, Ontario Securities Commission and Central Bank of Ireland each provide
an RSS (Really Simple Syndication) feed (Hammersley 2003) that includes alerts. All
but Ontario add other content, such as press releases and investor education, into this
data. Although the XML of an RSS feed can provide structured data these feeds are,
in practice, not organized enough to provide an API-like service. The main impression
from inspecting the portals listed in Table 1 is one of inconsistency. Useful operations
such as sorting, filtering and searching are all made difficult by the mixing of content
and lack of structure. Whilst it is possible to extract structured data from these
websites (through scraping) the process is unreliable and inefficient.

The global alert aggregation at IOSCO is presented as web content with no data
file or API. IOSCO’s web alerts contain seven elements, out of which five appear
to be mandatory. These are Company, Regulator, Jurisdiction, Date, and Link. The
Company field appears to be associated to subject of the report. There does not appear
to be a predefined format or structure to this field, as the subject can be presented
in various formats, such as domains, company names or emails. The Regulator field is
the name of jurisdiction’s official reporting regulator. For example, the jurisdiction of
New Zealand has the FMA as their reporting regulator. As such, the Regulator and
Jurisdiction fields follow a list of jurisdictions and regulators derived from IOSCO
membership. The Link field provides a URL back to the original regulator’s website.
However, for some older alerts, these links often point to web pages which are no
longer accessible.

Investor alerting reflects considerable knowledge work undertaken by financial reg-
ulators that is continually published to their respective websites. However, these alerts
are inconsistent with each other and are inconsistently aggregated by IOSCO. The
estimate of alert counts in Table 1 gives an overview of the available data, but each
alert is a product of the environment of the local regulator. A similar set of evidence
may produce an alert in one country but not in another. Even similar alerts may be
reported with different levels of detail in different jurisdictions: varying from just a
URL to metadata tags to several paragraphs of background information. However,
a URL is present in almost all alerts. Most regulators we inspected did not publish
their alerts as data: so little of their work can be easily used by computers. The only
two data publishers, the FMA and Moneysmart, provide minimal metadata: with no
description of their data fields and no clear licensing information.

Zetzsche et al. (2019) highlights the differences in legal environments in relation
to cryptocurrency but also notes that the required resources to regulate “may be
disproportional to the local impact”. Consequently, alerts may partially reflect the
policy priorities of financial regulators. Longitudinal analysis is also complicated as
the threats, laws, policies, reporting practices and regulator resources will change over
time. All of these issues are a challenge to the analysis and aggregation of this data:
we have not attempted any textual qualitative analysis of the alerts and have only
provided estimates of the number of alerts. Despite these challenges the value of the
alerts for cybersecurity is clear. The URLs in the alerts will not represent all dangerous
websites, but those reported have all been flagged as dangerous by financial regulators.
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Fig. 2 The Chrome warning message for a website detected by the Google Safe Browsing service
(standardcharteredbank.live)

In the following section we explore whether these dangerous websites are detected by
services designed to protect consumers.

4 Safe Browsing Services

Phishing websites are a common element of the investor alerts. Web browsers such
as Google Chrome and Microsoft Edge include specific features to protect users from
dangerous websites (Chrome’s service is Safe Browsing-Enhanced protection and in
Edge it is MS Defender SmartScreen) (Oest et al. 2019). URLs are checked against
known lists of dangerous sites and, if found, the browser presents a prominent warning
to the user. These “blacklists are a user’s main and at times only technical line of
defense against phishing” (Oest et al. 2019).

A small exploratory study was performed to assess whether the websites reported
by the regulators were detected by safe browsing services. We examined alerts pub-
lished in August-September 2024 by the FMA, MoneySmart and the FCA. From the
alerts that mentioned specific websites we extracted 13 URLs from each source. These
39 URLs were manually tested in Chrome and Edge with their safe browsing services
active. Several URLs were not active during testing and others were misconfigured:
this might be reflective of a focus on the first few “golden hours” of an attack Oest
et al. (2020) or a general lack of quality web publishing among attackers. When a
website is recognised by these in-browser safety services they display a prominent
warning message to the user (Figure 2): the study counted the presence or absence
of these warning messages. Details of all the tests in this section are provided in the
Supplementary Information.
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37 of the 39 URLs in our sample were not detected by either browser. One URL
(standardcharteredbank.live) was not active during testing but Chrome still pre-
sented a warning page (Figure 2); whereas Edge just displayed a dead site message.
This behaviour is expected as the browser checks the URL against an exclusion list
before visiting the site. Another URL (https://www.revolutwealth.net/trading)
produced a warning from Edge but not from Chrome. These two URLs were the only
ones to trigger a warning alert from either browser over a month of testing: notably
both were imposter sites of major financial institutions.

The striking implication is that Google and Microsoft are not using investor alerts
from major financial regulators to inform their safe browsing services. A prior study
on phishing websites (Oest et al. 2019) used the crowd-sourced collection of dangerous
URLs at Phishtank PhishTank (2024) in addition to the commercial safe browsing
services. Our sample of 39 URLs was manually tested for presence in the Phishtank
collection: none were found.

We also tested our sample URLs with CheckNetsafe AntiScam (CheckNetsafe
2024): a service from Netsafe NZ who are “New Zealand’s independent, non-profit
online safety organisation” (Netsafe 2024). CheckNetsafe runs 16 tests on a given URL,
utilising external services for quality indicators including: SSL configuration, presence
in exclusion lists (such as APWG APWG (2024)) and evaluations at review-based
sites (such as Trustpilot (Trustpilot 2024)). The test services were all international
apart from CERT NZ : the Computer Emergency Response Team of the National
Cyber Security Centre of New Zealand (NCSC 2024). For each URL’s 16 test results
CheckNetsafe reported a result of positive, negative (i.e. dangerous) or neutral ; a tex-
tual summary assessment is also provided (e.g. “We think the website is likely to be
legitimate”).

Evaluation of the 39 URLs with the 16 tests is a potential 624 data points. How-
ever, three URLs produced no output and one test only assessed website encryption:
excluding those leaves 540 meaningful results from 36 URLs. Of these, 46% were pos-
itive, 45% neutral and only 9% negative (i.e. dangerous). The most common textual
summary (23 out of 36) was “This site may not be safe to use”. Eight summaries
indicated that the tested URL was “likely to be legitimate” or “possibly legit”.

Only two of the 16 testing services used by CheckNetsafe showed any substantial
accuracy from the 36 URLs: Scamadviser (ScamAdviser 2024) and IPQS (IPQuali-
tyScore 2024), with 25 and 11 hits respectively. Eight of the testing services reported
no negative results at all. Although one third of the sample URLs were from alerts at
the New Zealand FMA, the CERT NZ results were all neutral. Although the tests were
reported separately, some of the testing services use data from each other (e.g. Sca-
madviser uses input from Trustpilot and Sitejabber (Sitejabber 2024)) so their results
are not independent.

All of the URLs in our exploratory sample represent websites that financial reg-
ulators have recently assessed to be dangerous: ideally, each one of them would be
blocked by web browsers and detected by cybersecurity safety services. The low rates
of blocking and detection we observed represent unnecessary risks to consumers and
many missed opportunities to prevent financial scams.
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5 Discussion

Our two main findings are that:

• the publishing of investor alerts is partial, inconsistent and in formats that make
computational re-use difficult

• the URLs in investor alerts are largely not detected by safe browsing services

Only two of the investor portals in Table 1 publish a data version of their warn-
ings. However, the data published by the FMA and Moneysmart lacks both a textual
description of the data fields and any licensing information. A good description of the
data, in a data dictionary, is an important element of successful data re-use (Xiao
et al. 2023). Best practice for data sharing is also to provide explicit labels with infor-
mation on usage permissions (Jacobsen et al. 2020; Quarati 2023). A public domain
label would minimise any copyright concerns by other parties who might want to use
the data.

IOSCO aggregates alerts from many jurisdictions but the lack of a common schema
raises barriers to re-use.3 The work of harmonisation is distributed to potential users,
rather than completed once during aggregation. The lack of common structure in
most of the alerting feeds also implies the use of more complex text mining techniques
(Ignaczak et al. 2021) to realize the true value of the content. The absence of a global
standard is likely a contributory factor to the absence of a machine-readable data feed
of investor alerts.

From the regulators in Table 1, only MoneySmart in Australia is providing good
quality data in an appropriate format. As the regulators are legally constituted in
their jurisdictions, this level of provision can be viewed as a widespread failure of the
ideals of open government data (Quarati 2023). A possible interpretation is that the
financial regulators view their alerting efforts as part of investor education, rather
than as valuable data for computer systems. The gap between the detection of a
dangerous website and its inclusion in the lists of safe browsing services is a window of
opportunity for consumers to become victims of investment scams. In many situations
this gap is measured in hours (Oest et al. 2019), however most of the URLs in investor
alerts never seem to reach the services which could protect users.

The URLs that are reported by the regulators are largely not detected by the
main in-browser services or several other cybersecurity tools. We suspect that the
poor data publishing of the regulators, outlined above, is a major factor in this lack
of detection. On one side we have financial regulators, on the other major computing
corporations—and seemingly no cooperation between them.

The only two URLs in our sample that were detected by Chrome or Edge contained
the brand names of large financial institutions (Revolut and Standard Chartered). This
result is reminiscent of Oest et al.’s observation “that only URLs containing brand
names were quicker to be blacklisted than others” (Oest et al. 2019). Although these
were very different studies it may be that large financial brands are treated as special
cases.

The “inability of many people to recognize the red flags of fraud” Kieffer and
Mottola (2017) highlights the potential utility of an external assessment of a web-
site. The current browser warnings are visually striking and likely to be effective in
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informing users of the risks (Reeder et al. 2018). A large scale study of phishing cam-
paigns supports the view that these “browser-based phishing warnings are clearly an
effective mitigation overall” (Oest et al. 2020). Burke et al. (2022) suggest that educa-
tional interventions can contribute to reducing users vulnerability to financial scam.
Browser-based warnings could play a similar role to the “source credibility” prompt
used in their study.

Current warnings from Google and Microsoft do not identify the underlying reason
why a user has been interrupted in trying to visit a website. These warnings may be
even more effective if the browser could direct users to the original investor alert on the
website of the financial regulator. In addition to browser-based warnings, a simple list
of dangerous URLs could also be used in the ranking of search-engine results, online
advertising (especially adverts alongside search-engine results) and in other defensive
networking technologies (e.g. protective DNS (Rodŕıguez et al. 2023)). For some users
it may also be possible to block websites at their internet service provider, although
this depends on the specific configuration of their networking access.

A limitation of this exploratory study is that our small sample of URLs was man-
ually extracted and only tested over two months in 2024. All of the URLs reported
as dangerous should be continually monitored for detection via both browser and
independent safety services.

5.1 Recommendations

Based on our investigation, we provide some recommendations. The discussion below
follows the data from reporting to potentially intercepting a financial crime and
addresses the role of regulators in making their work re-usable and actionable.

A typical scam begins when a scammer creates a website for an investment scam.
Victims are then targeted, either actively or passively. Eventually, the scam is reported
to a regulator. After carrying out an investigation, the regulator publishes an entry
on the scam to their alert web portal.

Our investigation has found that most regulators do not publish this data in a
machine-readable format. The portals are designed for human readers visiting the
websites, which limits the utility of the data. If this data was machine-readable, it
could be directly parsed and utilised by other scam-prevention mechanisms–increasing
its utility. For example, such data feeds could be used in browsers or directly in the
apps of financial institutions. The lack of structured data means that the best that
can be done is to direct the user to an alerting portal and completely rely on the user
making the right use of the alerting portal. The lack of machine-readable data has also
hindered data collection and analysis in this area, which would be valuable in gaining
further insight into scammer behaviour.

The FMA portal has poor data quality, with empty data fields and several values
conflated in a single field. This creates a number of challenges for anyone wanting
to utilise this data. We recommend that all alert data should be well-structured and
consistent: with appropriate use of controlled vocabularies and free-text content to
enable broad uptake. For data that is in public domain and for the public good, it is
important that there is clarity about what the data fields mean and how the data can
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be used. We recommend that alert data should have an associated data dictionary
and an explicit licensing statement for open data (Quarati 2023).

Beyond providing the alert data, the regulators should also test the usefulness
of their data and their alerting mechanisms. Placing themselves in the position of
consumer would enable them to see whether their alerts are having a practical effect
in reducing harm. Most regulators currently do not seem to go beyond presenting the
data in the portal. However, this high-quality data could be used proactively for scam-
prevention. Victims interact with scam websites through browsers and preventative
measures in the browser have the potential to reduce harm. While browser developers
use data about malicious URLs from various other repositories to warn users about
malicious websites, our study indicates the data in investor alert portals is not being
used. Financial regulators and IOSCO should coordinate with browser developers to
ensure alerting data is included in safe browsing services.

In Section 3 we noted the inconsistent nature of alerting across different juris-
dictions. These variations have implications for the global safety services provided
by browser developers. Although one regulator may warn about a financial website
being unlicensed in their country, that site could be legal and licensed elsewhere. A
web browser using a global warning list may interrupt users when accessing legal
services. The provision of country-specific warnings is technically feasible but adds
to the complexity of the service. The regulators and IOSCO should coordinate with
browser developers on the best way to provide warnings to users that balance safety
whilst respecting jurisdictional differences. As with many aspects of security there is
a balance to be struck between protection and inconvenience.

6 Conclusion

The provision of alerts to investors is a valuable service that has the potential to
reduce the incidence of financial crimes. The main contributions of this paper are to:

• document the inconsistent and poor quality data publishing of many financial
regulators: including the international body IOSCO

• show that computing corporations are not using a valuable source of data on
dangerous websites

• highlight that consumers could be better protected by closing the informational gap
between regulators and browser developers

Our answer to the question in the paper’s Introduction is: yes, with some difficulty
with current practice. We believe that improved data publication practices could be
used to prevent many more consumers from becoming victims. Existing publication
channels fail to effectively disseminate the detailed knowledge work undertaken by
IOSCO members to assess cybersecurity risks to the public.

The alerts show a variety of financial dangers but most of them involve a customer
transferring money to a bad actor after interacting with a dangerous website. These
APP transactions are a challenge for banking systems to address as customer ‘authori-
sation’ has more in common with legitimate transactions than other forms of financial
crime on the internet (Maher 2021). The safe browsing services provided by major
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computer corporations are a supplementary channel where investor alerts could be
applied to address an APP scam before it ever reaches the banking system. However,
possible actions in the web browser should always be a complement, not a substitute,
to other defences within the payments ecosystem (Doeland 2019; Akesson et al. 2023).

The lack of coordination between the regulators and the computing industry rep-
resents a missed opportunity to impede APP scams involving websites. We can’t be
sure that better collaboration will be successful, but effective data sharing should be
regarded as a base level of best practice. Indeed, failing to provide these high-value
alerts in a useful format could be regarded as negligence on the part of the financial
regulators. The exception is Australia: where the data publication at Moneysmart is a
good model for other jurisdictions to follow. However, the global nature of cybersecu-
rity threats needs to be matched by a coordinated global response from the financial
regulators. IOSCO has been involved in considerable coordination and standardisa-
tion work in the financial sector (Marcacci 2023) but has not provided an aggregated
data feed to enable improved cybersecurity for users.

Future work could examine the content of investor alerts in greater detail than we
have covered in this paper. This could include both their topics and the alerts that
were outside our scope. It would also be valuable to collect data on the awareness
and utility of the investor alerts from both regulators and investors. Do consumers
consult the warnings before engaging with financial service providers? Were victims
aware of these alerting portals before they were scammed? The international nature
of financial scams requires both research and practice with a global scope. Analysis
could extend to alerting in a wider range of countries and in languages other than
English. Additionally, the websites identified in investor alerts could be continually
tested against safety services to ensure that the value of the financial regulators’ work
is realized in practical protections for users.

Notes
1. Comma-separated values (CSV) is a common data format that can be read by spreadsheets such as Microsoft

Excel.

2. JSON (JavaScript Object Notation) is a commonly used format for data representation by web applications.

3. The Canadian Securities Administrators (https://www.securities-administrators.ca) also aggregates alerts
from Canada’s provinces and territories in a similar manner to IOSCO; although there is no national
machine-readable data feed.

Supplementary information. Supplementary information, including data and
code, is available at:

https://doi.org/10.17605/OSF.IO/QN46F
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